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M Cryptolocker-v3

Your personal files are encrypted!

EPF PP R N PR P

“four files have been safely encrypted on this PC: photos, videos, documants, ste,
Click "Show encrypted files® Bution to view a complete lst of encrypted files,
and you can personally verify this,

ed with strongest Encryption was produced usng a unique public key RS4-2048 generated

fior #his corrguter, To decrypt files you need to obtain the private key.

The only copy of the private key, which will allow you to decrypt your files,

it located on & sacret server in the Internet; the server will eliminate the key

i after a time period specified in this window,

destroyed on; Once this has been done, nobody will ever be able to restore files...

3'( 5! 2015 n Mr to decrypt Lhe. ﬂh_ss open \N]I-II' personal page 0!1 site )

hittps:/ torweb fi  and follow the instruction.

Use your Bitcoln address to enter the site:

1K7Q5TrFwFqCZEmzocfxnBL frxvdB39Uwvm

Click to copy Bitcoin address to clipboard |
Ifhttps:/f34rehg26g2h hz]. tor2web.org ks rot opaning, please follow the steps:
“fou must install this browssr www torproject.org/projects forbrowser himl.en
after retalation run e browser and enter address 34rehq2eg2haikz].onion
Faollow the instruction on he web-gite, We remind you that the sooner you do,
the more chances ane left to recover the files
Arvy attempt to remove or corrupt this software will result
in immediate elimination of the private key by the server.

Check Paymenl | Enter Decrypl Key |

Click 10 Free Decryption on site
& 2016 AD Kaspersky Lab. All Rights Reserved.

decryplion key is stored ¢ decrypt your files
sy aaned obtain the pri

AL AR AR AR AR AR AR A AR AR AR

92 18 34

A AR AR AR AR AR AR R AR AR AR,

Show encrypled files

11:54:16

que key, generated for this computer, Private
&l n key is store 2 T Internel server and nobody can deorypt your
files until you pay and obtain the private
time period specified in b window,
Oopen  hitp:

or hitp:
i L b3 Bt [
Lkse your Bitcoln address to enter the site: 1Cuh25hnCoTgzVGhtyNFFOPEONPHIPW Isp
Click to copy Hitcoin address to
W i 2

or hitp:/

in your browse et SErver.
If you have problams

1) Dowr

2) In the Tor Browser open [ ajuyy

that this server is availa i Browser only. Retry in 1 hour if site is not
able).

in the following public key in the input form on s¢

I LB TSI~ CIR Q- DR O-CRA T - T E WL - SRR - B4 FR-XCTUQ-SaMOE-DQF S0~ ARI00- 33H08 -
8.2 XH-YHO TR~ EY P 0 5—CX S0 W0 - FERT S - KT F— A RRR F- 60T PO 800 TE—RRM1 Y- SHEHW-KTE

L] Enter Decrvot Kew
© 2016 AD Kasperslq_r Lab. All Rights Reserved

flummz ) hlzb ‘ ‘J
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Willful copyright infringement is a federal crime that carries penalties of up to five years in federal prisen,
a $250,000 fime, forfeiture and restitution {17 U.S5.C 5.506, 18 U.5.C 5.2319)

Ao first-tone ofender gou are required by law to pay a fne of 250 ST

I the fine 15 not pad wanthe three days, a warrant wnll be ssued for your asrest, which will be forararded to your local aushorites.
Tou vall be charged, fined, comvicted for up to 5 years

There are bwo ways to pay a fme

L. You can pay your fine online through BieCain. BiCoin 15 avalabls natomweide

Click the tahs below to find the nearest ATM or exchange

Your comgueer will be wnlocked affer you make your payment.

2 (Dfflne Dghon) You can came to pour local courthouse and pay your fne at the 'Cashiers' window.
Yoar commguter will be unlocked witton 4-3 anorkeng daye

To regain zccess now, transfer BaCom to the follownng address (click w copy):
|EXdnZXTGaPs wiinge TOnHOQr Vebdhn | SFX

Adter the payment 1 fnalired enter Transfer [D below

Apaount Transfer 10

i .

Hote Hard dnwe cordents, network files on thee cormgiter have heen encrypled and dreabled
Hard drive contenis will be permanenily removed from this computer if the fine is not paid.

M Il s,

Papment Howr to pay a fne Fitud niraress STM Oidme Exchanges Internet Broweset Matepad

B Antivirus - Threaths detected = Ql_j)‘ o U d ’ . ).))l}_QI al_g O-AI 5! . Lb I"l - L)

5 viruses detected!! AU 5 (55318 AiSm Lol 45 38 eadlys "ol ol
Our latest scan has detected 5 viruses and tracking _ . . o
cookies that may steal your personal info. You need to Sy oyl )i 5l (A pa s 6l) Lgil g 63, 5 o S

remowve the threats now to avoid:
ST a9 3 pl =il ()5 51 g cuwl T sl
3 System crashing o R L=l )5 )3l O )29

X Flesdeloted ohlaa 0T 0L L lizes 3Lyj Jlais! 4 3655 (g S
# Personal info stealing
% Loss of Wi-Fi ol )3 Lo (gLloodigy (s—olel 45 > ) 3950

¥ Infecting your other devices

o Sl L)l Sl 2o E95 g2l &38lg)s . 3iiws JoU8
| dhan't wan 1o b sale J_ASL,.A LS)_:IfaL) L,_‘)b)§)|

T-WinLocker
2-Scareware

3-pop up

| gl RS
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Uiled dxdo (69) )2 2L CwlgB)d plsny o9 >
g 50 031>

Your is blocked.

IS LS9 (shId j—u diwd (ol E!MBR)|}J| L
el 5
A S cwl a bl abdl> I (Wi MBR -

Aoy ol Yo ol ol Jelepiwaw

- system and files.

way will

sign-on password will be generated.Enter passWord:ssxs

Lngpa_mwu N 03— sl LGLQ’LS)%:\;?W—““T .
@93l 2l Oy (g1 el Mg ize Cuy o
g A0 0dlai_wl o ug)—w

ycument

© 2016 AO Kaspersky Lab. All Rights Reserved.,

:AiS 0 6 K50 |y 3 (gl ygy—uw 45 (¢ bl 2Ly

el y 35 (IS (LS9 ()1 b diwwd il

G da=igesly )L sVa o) o)g)w,)lisl 2l ol ¢

A0 6550 b ol 59y 2= 39290 Lol ||

= i ol :(3g)31) Jobge sliwd -8l 2Ly

wl 5 IS LSl—“’bj)-’S shd

51 3 lgise (3g9y%l 1351) J—bge ooy ¢
Mg o3¢ JT "downloads by drive )b

o2 Lol b jl s ilgize Lol pizea ¢
3 lo yggaio (Gl ugyw (lgic 4y 4 S A3g b 639
A Bjse L1y 395 (g, 9 (-1 Ly Adobe Flash

1-Record Boot Master

2-CMS - Systems Management Content

3gb15 15 LBBT L Colsy (93,5395 Hgb 4 a5 (Hlodeliy ¥
Vg (50

ATTENTION! YOUR DEVICE HAS
BEEN LOCKED REASONS
INDICATED BELOW.

RIJI'I"IHI!'!II\_I: time to paya fine

All actions are illegal, are fixed. History
query stored in the database of the U.5.
Department of Homeland Security

Offender Information

O 2016 AD Kaspersky Lab. All Righis Reserved

NSWWESTISIE |
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<ul class="menu two">
<li>One class</li>
<li>Two class</li>
<li>Three class</li>

</ul>

<p> Hello world, we need to
talk about programming.
</p>







